Consumer Protection –

Identity Theft – 

Subject:  PayPal Scam
 

The Pitch
The scammers send an email to you telling you there's a problem with your PayPal account and that you need to login to correct it. Here's what the email looks like:
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Send Money. Request Money

Dear PayPal User

Today we had some trouble with one of ur computer systems. Whils
the rouble appears to be minor, we are nottaking any chances. We
decided 10 take the toubled system ofine and replace [Lwit  new
‘system. Unfortunatelythis caused us 1 Iose some member data
Please folow the ink below and log nto your account o make sure
your information s not afected. Account balances have not been
afected.

‘Because of the inconvenience this causes we are ghing all users
that repair their missing data theirnext two incoming transfers for
el You wilpay no fees for jour nest two incoming ransters”.
s /vy paimal comical-bintwebscrzomd= Iogin-un

Thank youfor using PayPal!

- Iffees would normally apply,you will not pay anthing for e next
w0 Incoming ransfers you receve.

Paypal Securty

PROTECT YOUR PASSWORD.
NEVER give your password 1o anyone and ONLY log n at PayPals
website f anyone asks foryour password, pleas follow the Secarity
Tips nstuctions on the PayPal website.

AboutUs | Accounts | Fees | Privacy | Securiy Center | User Agreement |
Developers | Referals | Help

an eBay company




  

The Scam
Once you click on the link, and enter your e-mail and password, the scammers have your information and can access your account (and your money) at any time.
Play it Safe
· Forward the email to spoof@paypal.com. PayPal will immediately work to shut down the scam site.

· Forward the email to spam@uce.gov. The U.S. Federal Trade Commission (FTC) will place your email in a database and use the combined information to track down and prosecute the scammer/spammers.

· Buy the $5 security key that secures your PayPal account. The key generates a random code every 30 seconds that you must use to access your account. Even if a thief has your e-mail address and password, they still won't be able to get in without the code. 
 

Source:  www.fightidentitytheft.com
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